123002 Cryptography-Encryption

Cryptography:
Information confidentiality, integrity,
authenticity, person identification

Symmetric cryptography - Asymmetric cryptography

Asymmetric encryption

Symmetric encryption _ _
E-signature - Public Key Infrastructure - PKI

H-functions, Message digest o
HMAC H-Message Authentication ~ Data authenticity

Code Person identification
E-money
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Digital Rights Management - DRM
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Symmetric encryption
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Sama key is used to encrypt
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AES - 128, 192, 256 Block cipher --> Encryption --> Decryption
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But nevertheless, the reader confusing implication and equivalence operations (functions) can

accept the following proposition as valid:

if talker has a head and donkey has a head, then talker is a donkey.

To accept this proposition as valid means that thinker confuses notions of implication and
equivalence. If reader is afraid to make such a mistake, we recommend to read about that in any

external source.
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Symmetric encryption
* block cipher is one in which a block of

plaintext is treated as a whole and used to
produce a cipher text block of equal length.
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Cipher Block Chaining (CBC) mode encryplion
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Small ﬁ< Small * A stream cipher is one that encrypts a digital
random key random key data stream one bit or one byte at a time.
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Stream cipher
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Examples of classical stream ciphers are the
auto keyed Vigenére cipher and the Vernam

Stream cipher

cipher.
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